FFRAUD-ER: Development of a
Computational Model for identifying
food fraud incidents as drivers for
food safety Emerging Risks



The scope is to build a computational
model that classifies food fraud incidents
as food safety issues for EFSA. This
included assembling a labelled dataset and
to train, evaluate, test and fine-tune
machine learning models to automate the
identification of food safety issues.

To assist EFSA in the identification of
emerging risks in food safety, we developed
a large language model which classifies
food fraud incident descriptions as food
safety with high accuracy.

o Gathered over 23.000 food fraud text
descriptions from various different
SOurces.

o Worked in collaboration with academics to
label data to train models.

e Trained and tested large language models
for text classification tasks.

e Tested and evaluated the models and
chose the best performing one (XLNet) for
fine-tuning.
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v Rapid incident evaluation: Process large
amounts of data quickly to identify
potential hazardous situations that can
affect public’s safety.

v Early detection of trends and
identification of emerging risks: Can be
used as an early warning mechanism by
prioritising them and prevent potential
hazardous situations.




The first step in the process of developing the computational model was to identify the data sources to gather data for

training and testing. To achieve this, we performed desk research, creating a pool of sources, and we used qualitative
CIETIEEN EfeE R ElEES criteria to select the most appropriate ones for our scope.
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Identification of data sources

Prioritisation and selection of
most relevant data sources
using PRISMA approach

Data gathering from selected
data sources

Data cleaning and
preprocessing

Data labelling of food fraud
incidents on whether they
have a food safety risk

Since data is the fuel of all Artificial Intelligence models, it was necessary to check if the data was clean and well-prepared for
modelling.

After the cleaning and pre-processing, the data was sent to out Food Experts for labelling.

1 Food safety
“The authorities seized 4 /
000 litres of milk
adulterated with

chemicals (e.g. sulfates
and phosphates).”
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Data labelling is necessary for the computational model to learn which food fraud incident descriptions are food safety issues
or not, and later be able to provide a label on its own in new, unseen food fraud descriptions.

Non Food safety

Non

FE Non food fraud

The data was sent to the Food Experts for labelling in the form of xIsx files. The experts had three options for labelling:

e Labelling the FF description as 1 if they judged that it could pose a food safety concern
e Labelling the FF description as O if they judged that it would not pose a food safety concern

e Labelling the FF description as , If they judged that the case was not food fraud, and therefore out of our scope
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We will now demonstrate our final labelled dataset characteristics through a dashboard we created using Microsoft’s Power BI
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Finalise labelled dataset and
split it into training, test and
validation set

v

Develop and train the
computational models using
the labelled data training set

v

Tune and optimise each
model’s hyperparameters
using the validation set

In this step, we used the food fraud incidents that were labelled as food safety or
not by our food experts as input data to our model(s). The incidents went through
the model, and the model was trained to recognise accurately which cases are
food safety or not.

Then, the model’s performance was tested and the metrics (F1 score and ROC)
were produced to select the best performing model for our scope.
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The models in the preliminary list
were tested on their performance
based on the selected metrics
(F1 Score and ROC/AUC).

XLNet when tested using the
validation set, it outperformed all
other models, with an

F1 score of 95% and an

AUC score of 98%

Therefore, because of its better
performance, XLNet was the
selected model used for the
scope of this project.



n-

Identification of data sources

Prioritisation and selection of
most relevant data sources
using PRISMA approach

Data gathering from selected
data sources

Data cleaning and
preprocessing

Data labelling of food fraud
incidents on whether they

have a food safety risk

Create a preliminary list of
models to use

\4

Identify metrics to be used to
choose the best performing

. model

-n

v
Finalise labelled dataset and

split it into training, test and
validation set

v
Develop and train the

computational models using
the labelled data training set

v
Tune and optimise each

10 model's hyperparameters
using the validation set

o«

Import test set into the models
as an input to test each
models’ performance

v
Use the metrics identified and

agreed with EFSA to choose
the best performing model

v
Finalise selected model and

provide EFSA with the end
product

End product and model refinement

a
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Thank you!
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