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DCF – Data Collection Framework
Electronic Transmission of 
Standard Sample Description

1 Summary
The electronic transmission of Standard Sample Description defines the mechanism (protocol) for which data, coded according to the data model presented in the guidance on Standard Sample Description, can be transmitted over Internet automatically.

This data transmission protocol is conceived to be used in conjunction with the EFSA Data Collection Framework (DCF) system. The protocol can be used only for data collections defined in the DCF such as the data model for Standard Sample Description. 

This data transmission protocol is not restricted to work only with the Standard Sample Description but it can support, without any further IT development work, any other data collection defined in the DCF.
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Technical implementation of the protocol:
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Figure 1 - Simple data exchange protocol.
The main elements of the electronic transmission protocol are represented in  
Figure 1
.
The Sender represents a data provider organisation such as the Member State. The Receiver represents EFSA. 

The basic steps of the protocol are the following:

1. The Sender transmits an XML file with data to the Receiver. 

2. The Receiver will send back a Message Receipt Notification (MRN) to confirm the transmission. 
3. The Receiver will then validate the XML message against a standard set of validation rules. On the basis of the result of the validation, an acknowledgment message will be prepared by the Receiver. 
4. The Receiver will then transmit the acknowledgment message back to the Sender, reporting on the positive/negative result of the data transmission.                                    
5. The Sender will confirm the receipt of the acknowledgment message through a message receipt notification MRN.
The electronic transmission protocol will be based on two Internet standards: 

· the File Transfer Protocol (FTP);
· Web Services (WS) — with XML message.
The current status development of the electronic transmission is presented in the paragraph below.
The Receiver will make available to all senders an FTP server and a web service necessary for the data transmission. Specifically EFSA will set up a production environment with an area for piloting transmissions. The internet address will be provided upon request to itop.dcf.support@efsa.europa.eu.
The Sender can either send data via FTP or through the WS. In either case the format of the uploaded file shall be XML.
2.1.1 FTP
1. Sender opens an FTP connection, authenticates itself using the credentials provided by the Receiver, and puts the file.
2. Sender has to put a file named as the uploaded data file (name and extension) plus “.go” to signal the ending of the upload – e.g. data file “memberStates01.xml”, control file will be “memberStates01.xml.go“.
3. Each Sender will have its own FTP folder where to put the files. Accounts will be created and distributed to each Data Provider by EFSA upon request.

4. The DCF checks the input file to verify that it is valid according to the defined XML schema. The system will send back asynchronously an MRN via e-mail using the information defined for the logged-in organisation.

5. The MRN contains detailed information about the uploaded data file and the result of the XML validation. MRN also contains all the required information to check the transmission status using the DCF web interface. For this reason, the “receiverMessageCode” element will be used to store the unique Transmission ID of the uploaded data file, which can be used to identify the file in the DCF.

6. The Sender will be able to find the file under the “Data transmissions” structure, accessible through the DCF web interface. The file will be removed once uploaded by the DCF from the FTP folder. 
7. DCF will execute further validations applying business rules on the original file asynchronously (currently only dictionary validation). At the end of the process it will send back an acknowledgment to the “Sender” containing the validation result via e-mail.

2.1.2 Web Services
Both Senders and Receivers will use WS technology to allow two-way interaction (for MRN and acknowledgment exchange) during each transmission. The interface (WSDL) of the WS installed on the Senders side is defined by EFSA and this interface is the same for all organisations involved in the electronic transmission. The same interface (WSDL) has to be exposed by each receiver willing to implement this transmission schema.
The Sender uses a WS installed on the Receiver side to send the Data Message. 
Files will be sent using a common SOAP MTOM (SOAP Message Transmission Optimization Mechanism) protocol to guarantee a properly defined sending process with streaming enabled.

The WS requires authentication: the Receiver provide each Sender with its own credentials to be used to access the system. The authentication is based on the generic HTTP-basic mechanism.
The DCF checks the input file to verify that it is valid according to the XML schema. The system will send back a MRN calling a specific WS exposed function on the Sender side (this web service has to use the same WSDL as the one provided by EFSA). The sender WS shall be protected using the same generic HTTP-basic mechanism and the sender shall provide EFSA with a user ID and password to access their WS.
DCF will execute further validations applying business rules on the original file asynchronously. At the end of the process it will send back an Acknowledgment to the Sender containing the validation result to the WS function of the Sender. The Sender sends then back an MRN to the Receiver calling a specific WS exposed function.
Each organisation has the responsibility to implement and maintain the WS of their organisation.

A Web Service interface contract (WSDL) is defined by EFSA and can be requested to EFSA (itop.dcf.support@efsa.europa.eu). 
 Applicative protocol using XML schema

The electronic transmission protocol allows the following basic operations:
· Insert
· Delete (logical delete).
· Update (not directly implemented by the DCF).
System will be triggered by the “dataTransmission:operationType” attribute in the input message to accomplish the different operations.

2.2 General behaviour
In case of errors encountered sending the document because of

1. network problem;
2. security issues;
3. general XML validation;
a MRN will be sent back containing an error code.

1. In case of network problems the data transmission could be lost and the error will be signalled with a proper exception (it could be an HTTP error code for WS or a proper FTP error).
2. In case of wrong authentication the error will be signalled by the transmission protocol with the proper exception (an HTTP error code for WS or a proper FTP error in case of FTP usage).
3. In case of successful transmission but wrong input file (XML) there is no guarantee about the MRN data content. If the message header cannot be read the only fields that will be filled in are in the “messageTransmissionMRN” section:

3.1. “receiverMessageCode” (will contain the DCF unique Transmission ID)

3.2. “messageReceiveDate”
3.3. “mrnDate”
3.4. “mrnCode”
3.5. “parsingError”
2.3 Insert
2.3.1 General description
Insert operation will take the data content of the “dataTrx” section and put it in the DCF database after successful validation.

2.3.2 Detailed Description

The first step is storing the document: the uploaded file is always stored and kept as reference. Further processing will be executed only if no error is reported during the upload process.

Business rules will be applied asynchronously to check data integrity against dictionaries, mandatory fields, field size, and field type. At the end of processing an acknowledge message is sent back, accordingly to the electronic transmission protocol, with the proper “trxAckCode” included in the “messageAck”.

“trxAck” will report the data as in the input message. The field “sampleCode” will be filled with the DCF “transmission ID” (the unique code assigned from the DCF system to each transmission). In case of successful “insert” operation “sampleAck” section is missing in the ACK document; the data have to be considered accepted, validated, and transferred to the database. In case of errors there could be several “sampleAck” sections, one for each field that caused an error during the validation process. “sampleAck” section could be missing in case of fatal errors not related to a particular data sample. 
Data that does not generate errors will be inserted in the DCF database and made available for further analysis, as well as for download by the designated users.

2.4 Delete (logical delete)
2.4.1 General Description
Delete operation will take the data related to the specified “sampleCode” and put them in a logically deleted status.

2.4.2 Detailed Description
Deleted data will not be taken into account for data analysis and exposure assessment but they will remain in the system for auditing and historical purposes. They could be searched by the senders using DCF tools through the common DCF web interface.

The “sampleCode” returned by an insert / update operation is required to identify the document that needs to be deleted. If “sampleCode” is missing the request is considered not valid and an error code will be returned.

2.5 Update
2.5.1 General Description
Update operation is not directly supported by the DCF, but it can be implemented by the sender as a delete operation followed by a new insert operation.
3 Appendixes
3.1 Data message 

The Message Receipt Notification (MRN)  is embodying three elements containing data fields:

· The message header: Contains information to allow the communication protocol to deliver the MRN message to the sender. 
· The data transmission (dataTrx): Contains the information if the Sender is performing an insert (code 01) or an update (code 02) operation. It defines also the data collection to which the data contained must be appended.

· Dataset: Contains the actual data as defined in the Analytical Measures data model.
The “Figure 2 - Data message diagram” reports the structure of the MRN message, which is then further detailed in “Table 1 - Data message elements”, where all elements included in the MRN message are listed.
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Figure 2 - Data message diagram
Table 1 - Data message elements

	Element Name
	Type
	Description

	Message
	element
	Message element

	header
	element
	Message header

	type
	xs:string (20) 

Values:

Dcfmsg


	Type of transmission

	version
	xs:decimal (5, 2) 
	Message version supported in this transmission

	code
	xs:string (100)
	Unique code for the file transmitted

	receiverCode
	xs:string (100)
	Code representing the organisation receiving the data transmission

	senderCode
	xs:string (100) 
	Code representing the organisation sending the data

	sentDate
	xs:dateTime
	Date the message has been sent from the sender

	dataTrx
	element
	The data transmission part of the message contains the data for a specific data collection.

	receiverTrxCode
	xs:string (100)
	Identifier of the dataset in the receiver database. This identifier is returned in the acknowledgment message after the insert operation. This identifier is required for replace or nullification operations.

	senderTrxCode
	xs:string (100)
	Identifier of the dataset in the sender database.

	opType
	xs:string (2)

Values:

01

02


	Operation to be performed on the dataset: Insert=01,  Delete=02

	dcCode
	xs:string (20)
	Identifier for the data collection.

	dcName
	xs:string (50)
	Name for the data collection.


3.2 MRN message

The message structure is embodying two elements containing data fields:

· The message header: Contains information to allow the communication protocol to deliver the MRN message to the sender.

· The message MRN: Contains the information if the message has been accepted for processing by the receiver or not. 

Weather the message transmission receives a positive MRN, the actual acknowledgment message could be negative. The MRN contains only the information that the message transmission is a valid XML, and can be processed by the receiver. The MRN does not contain the actual result of the validation of the content of the XML message. The actual result of the validation process is delivered by the acknowledgment message. Particularly the MRN has the role to communicate to the sender, eventual XML parsing errors present in the XML transmission.

The “Figure 3 - MRN message diagram” reports the structure of the MRN message, which is then further detailed in “Table 2 - Message MRN elements”, where all elements included in the MRN message are listed.
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Figure 3 - MRN message diagram
Table 2 - Message MRN elements

	Element Name
	Type
	Description

	header
	element
	Message Receipt Notification (MRN) message header

The message header has the same elements as in the XML message

	mrnBody
	element
	Content of the MRN message

	senderMessageCode
	xs:string (100) 
	This field contains the message code as defined in the sender's message.

	receiverMessageCode
	xs:string (100) 
	This field contains the message code as assigned by the receiver system.

	messageReceiveDate
	xs:dateTime
	This field specifies when the message has been received by the receiver's system.

	mrnDate
	xs:dateTime
	This field specifies when the MRN message has been created by the receiver's system.

	mrnCode
	xs:string 

Values:

01

02


	This field contains the acknowledgment code. "01" means transmission accepted. "02" means transmission not accepted because of parsing errors in the message, or for errors at security level. 

	parsingError
	xs:string (4000) 
	In case the sender's message cannot be parsed, no further processing can be performed. The error produced by the parser on sender's side is included here.


3.3 Acknowledgement message

The message structure is embodying three elements containing data fields:

· The message header: Contains information to allow the communication protocol to deliver the acknowledgment message to the sender.

· The transmission acknowledgment: Contains information on the result of the entire message processing. If the transmission acknowledgment code contains the value:

·  “01”: the message was loaded by the receiver system without errors and warnings. No further action is required by the sender on the message.

· “02”: the message was loaded by the receiver system with warning, but with no errors. The sender may decide to correct the fields generating warnings but the action is not required.

· “03”: the message was not loaded by the receiver system because of errors in the message. The sender has to correct the message and resubmit the data to the sender. 

· The dataset acknowledgment: This entry contains the result of the operation on the dataset. This entry contains the dataset code, which allows the sender to find the transmitted dataset in the receiver’s database. It is paramount that the sender keeps track of the association between the data transmission code and the dataset code. The sender will have to use the dataset code for any further operation of replacement or nullification (deletion) of the dataset.

· The sample acknowledgment: This entry contains the result of the validation of a sample, where the validation generated errors or warnings. The data fields in this entry provide to the sender information as detailed as possible on eventual warnings or errors generated. If no errors or warning have been detected by the receiver’s system, then the entity sample acknowledgment is not generated.

The “Figure 4 - Acknowledgment diagram” reports the structure of the acknowledgment message, which is then further detailed in “Table 3 - Acknowledgment elements”, where all elements included in the acknowledgement are listed.
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Figure 4 - Acknowledgment diagram
Table 3 - Acknowledgment elements

	Element Name
	Type
	Description

	ack
	element
	Acknowledgment element

	header
	element
	Message Acknowledgement  (ACK) header

The message header has the same elements as in the XML message

	ackBody
	element
	Message Acknowledgement Body

	messageAck
	element
	This entity contains information mainly on the validation of the message structure. The system checks that the message is a well formed XML message.

	senderMessageCode
	xs:string (100) 
	This field contains the message code as defined in the sender's message.

	receiverMessageCode
	xs:string (100) 
	This field contains the message code as assigned by the receiver system.

	messageReceiveDate
	xs:dateTime
	This field specifies when the message has been received by the receiver's system.

	messageAckDate
	xs:dateTime
	This field specifies when the acknowledgment message has been created by the receiver's system.

	trxAckCode
	xs:string 

Values:

01

02


	This field contains the acknowledgment code. "01" means transmission successful. "02" means transmission not successful because of error in the message.

	trxAck
	Entity
	This entity describes the acknowledgement results for the transmission.

	senderTrxCode
	xs:string (100)
	This field reports the data transmission code as reported in the sender's message

	receiverTrxCode
	xs:string (100)
	This field reports the data set code for the receiver's system. This code must be preserved by the sender because it is needed for replace, nullification operations 

	dcCode
	xs:string (20)
	This field contains the code of the data collection which is involved in the data transmission

	dcName
	xs:string (50)
	This field contains the name of the data collection involved in the data transmission

	sampleAck
	Entity
	This entity group the elements reporting the acknowledgment information for a specific sample

	sampleCode
	xs:string (20)
	This field contains the sample code as reported in the sender's message

	variable
	xs:string (30)
	When the error is related to a variable this field is populated with the variable requiring acknowledgment information

	errorType
	xs:string (2)
	The type of information the acknowledgment is returning. "01" Error, "02" Warning, “03” information

	errorCode
	xs:string (10)
	This field contains the error code generated by 

	errorDescription
	xs:string (500)
	This field contains the text description of the error, warning generated by the receiver's system.


3.4 Abbreviations and Acronyms
	SOAP
	Simple Object Access Protocol (ref. http://www.w3.org/TR/soap12-part1/)

	MTOM
	Message Transmission Optimization Mechanism (ref. http://www.w3.org/TR/soap12-mtom/)

	WS
	Web Service (ref. http://www.w3.org/2002/ws/)

	XML
	eXtensible Markup Language (ref. http://www.w3.org/XML/)

	XSD
	XML Schema (ref. http://www.w3.org/XML/Schema)
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� This document is a revised version of the technical annex of the call for proposal CFP/EFSA/DATEX/2009/01. This document is under revision and update by the Technical Working Group on data collection which will publish an amended guidance (Guidance on Data Exchange) in June 2010. The principles presented in this document will be used to perform the electronic transmission for the Standard Sample Description for the current the article 36 project CFP/EFSA/DATEX/2010/01. Eventual amendments introduced in the Guidance on Data Exchange will be discussed during the project kick off meeting among the beneficiaries and EFSA)
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